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DIGITAL CITIZENSHIP AND
ONLINE SAFETY

Digital citizenship refers to the ability to think
critically, behave safely, and participate
responsibly in our digital world. Too often we
are seeing students as well as adults misusing
and abusing technology but not sure what to
do.

Digital Safety, frequently referred to as internet
safety, media safety, online safety, or cyber
safety encompasses many things.

Digital safety is learning how to safeguard your
privacy and protect your family from
predators.
Being a responsible digital citizen means
having the online social skills to take part in
online community life in an ethical and
respectful way.

RESPONSIBLE DIGITAL CITIZENSHIP
ALSO MEANS:
e Behaving lawfully - for example, it's a crime
to hack, steal, illegally download or cause
damage to other people's work etc.

e Protecting your privacy and that of others
« Recognizing your rights and responsibilities
when you are using digital media
e Thinking about how your online activities
affect yourself, other people you know, and
the wider online community.
« Digital Citizenship is a concept which helps
teachers, technology leaders and parents
understand what students should know to
use technology appropriately.
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Here are some ways to be safe and responsible
online, while still having fun.

PROTECT YOUR REPUTATION

Make sure your child wunderstands the
consequences of posting photos and videos, and
uploading other personal content. Once this
content is online, it’s very hard to get rid of and
can become part of your child’s permanent online
reputation.

For example, you might say, ‘Some photos and
videos might seem OK to you now, but you might
feel differently about them in the future and not
want people to see them.” Depending on your
child’s age you could agree that he shows you
images and other content before he uploads them.
BE RESPECTFUL - AND EXPECT RESPECT

You can encourage your child to treat online
friends with as much respect as those he meets
face to face.

Part of this is not creating or forwarding nasty or
humiliating emails, photos or text messages about
someone else.

You can also encourage your child to tell you or
another trusted adult if he sees someone being
bullied or attacked online. Young people often try
to sort things out for themselves, but it’s good to
get your child into the habit of telling you if she’s
worried about something that’s happening online.
It might help your child to know that things are
easier to sort out when other people help. If your
child gets any nasty or bullying comments on his
profile pages, he should block or unfriend people
who don’t treat him with respect online. This
sends the message that it’s not OK to mistreat or
bully someone online.

PROTECT YOUR PRIVACY

There are several ways your child can protect his privacy.

Share only as much personal information as necessary - for example, it’s not compulsory
to enter your year of birth, mobile number, email address or home address on forms.

Keep privacy settings up to date on social media sites, so your child’s profile isn’t publicly
available.

Keep passwords private.

Check the location settings and services on smartphones, tablets and apps. You can usually
do this by going into Settings or checking the instructions for the device or app. Turn off
the location services your child doesn’t need.

At last I would like to say this only that we should use the online safety rules to be safe
from scams and also we should use internet wisely.
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